@ baHk Poccum

KAK SALLUTUTD
CBOUTAOXETbI OT BUPYCOB

BUPYCbI:

+ OTKPbIBAIOT yAaNeHHbI AOCTYN K BalleMy YCTPOMCTBY
+ KpaayT NTIOrvHbl M NaponM OT OHNaWH- U MO6MNbHOro 6aHKa
+ NepexBaTbiBalOT CEKPeTHbIE KoAbl U3 COO6LYEeHUN

3anonytma 3T AaHHbie, Ku6epnpecrynHMKu
MOryT NOXUTUTbL BCe AleéHbIrn C Ballux CHeToB

3aBucaer, nepesarpyxaetcs Ui oTKN4aeTcs

KAK MOHATD,

YTO YCTPOMCTBO 3APAXEHO? Camo 3aBepluaet paboTy NpUIoXeHun

lNokasbiBaeT BCn/biBaloWme OKHa

TepsieT o6bemM NamMaTm

MNMo3BoHKUTe B 6aHK 1 nonpocure 386n0KMpOBaTb Aoctyn

YTO OENATD, K OHMaiH- ¥ MOGUNBHOMY 6aHKy U BCE KapTbl, KOTOpbIe
ECJI1 HA YCTPOWCTBE BUPYC? MCNONb30BaNu Ha yCTPoOUCcTee
O6paTuTech B CEPBUCHBIN LUEHTP, HTOGbI BbINEYUTL ragxeT

MepeBbinycTUTe KapThl, CMEHUTE SIOFUH M Naponb
OT OHNanH-6aHKa 1M 3aHOBO yCcTaHOBUTE 6AHKOBCKOE NpUnoXeHue

Wcnonbsynre aHTUBUPYC U PEerynsipHo ero obHoenante

KAK 3ALLIUTUTD H _
2 = e nepexoauTe No ccbi/IKam OT HEe3HAaKOMLEB, He yCcTaHaBMBanTe
YCTPOUCTBO OT BUPYCOB? NporpamMMbl Mo ux Npock6e U He UCMOoNb3YNTe YyXue ek

CkauuBanrte NMPUNOXEHUA TONMBKO U3 NPOBEPEeHHbIX UCTOYHUKOB
O6HOBNANTE ONEepPauUNoOHHYIO CUCTEMY YCTPONCTBA

Uzs6erante o6wepocrynHbix Wi-Fi-cetein

Moppo6Hee o 3alyuUTe ragxeTos ®uHaHcoBan
yuTanuTe Ha fincult.info Kynbrypa



OT OHTANH-MOLLEHHUKOB

Y1o6b1 fo6paThCcsa A0 Bawmnx 6aHKOBCKUX CHETOB,
MOLLUEHHUKAM HYXXHbI Ballu NepcoHanbHble AaHHble
U PEKBU3UTLI KapT

Kakune cxeMbl UCrionb3yoT adpepucTbl?

OBELUAKOT 30J10ThIE NOPbI

OnNpockl 3a BO3HArpaxaeHne, counanbHble BeiNNatkl MAKW CBEPXNPUObLINbHbIE
MHBECTUUMOHHBIE NPOEeKThl. FapanTua ObICTPOro oBoraweHus — npuaHak ooMaHa

3AMAHUBAIOT HA PACTIPOAAXWU

OI’DOMHble CKUAKK U HUSKUE LeHbl MOryT OKa3aTbCA MOLWEHHNYECKOW Y10BKON

CMNEKYJIUPYIOT HA TPOMKUX COBbITUAX

Hanpumep, 06bABNKIOT COOP ASHEr Ha pa3paboTKy BakuUWH, 00eWaT BEpHYTL
AEHbrY 3@ OTMEHEHHbIE PENChl UK NPeaNnaraloT NoNy4YnTs rocyaapcTBeHHbIe
AoTauun

MACKUPYIOTCH

PasbirpbliBaloT ponb NPOAABLOB W NOKYNAaTeNei Ha NoNyNsApHbIX CanTax OO bABNEHWA

Kak o6e3onacutb cCBOU AeHbrv
B UHTepHeTe?

1 YCcTaHoBUTE aHTUBUPYC U PerynspHo obHoOBNAWTE ero

3aBeauTe oTaenbHyo Ae6eTOBYIO KapTy ANA naarexen
B MHTEPHETE U KNaauTe Ha Hee HyXHYI0 CYMMy nepea onnaron

Bcerpa nposepsiTe agpeca 3NeKTPOHHOM NOYTLI U CatToB —
OHW MOTYT OT/IMYATLCH OT OhUUMANBHBIX LWL Napoi CUMBO/NOB

He nepexoaute no CChbifikaM OT HE3HAaKOMUEB —
cpasy yaansure COMHUTENbHbIE COOOWEeHUA

o b W N

HMKOMY He coobLWanTe CBOW NepcoHanbHble QaHHbIe

o)

3"* ‘N' MoppobHee o npasunax
hf\'-\"' KubeprurveHbl e ®uHaHcoBas
(= ’:{“ uuTauTe Ha fincult.info KyneTypa



@ baHk Poccum

KAK SALLWKUTUTDCA
OT ®PULLUNHIA




OCTOPOXHO:

TENEPOHHbIE MOLLEHHUKMUA!

HA BAC
BbIXOOAT CAMU

AdepucTbl MOTyT
NpeacTaBUTbCA CnyX6om
6e3onacHocTM 6aHKa,
HasloroBowu,

NPOKypaTypowu

JTio60oM HeoXuaaHHbIN
3BOHOK, CMC unu nucbmo —
NoBOA HACTOPOXUTLCH

PALYIOT BHE3AMHOWM
BbIFOAOM UMW NYTAIOT

CunbHble aMoLuKn
NPUTYNNSIOT
64UTENbHOCTDb

‘ 3BOHAT
13 6aHka, nonuuum

WnK Apyrov oprasuaauvm?

~ YBEOUTECDH,

YTO 3TO HE MOWEHHUKK!

©

S NMPU3SHAKOB OBMAHA

HA BAC OABAT

AdepucTbl Bcerga
TOPOMSAT, YTO6bI

y Bac He 6bino
BpeMeHu Bce obaymaTb

FOBOPAT O AIEHBIrAX

lMpepnaratoT cnacTu
cbepexeHus, NonyynuTb
KOMMEHCaLMIO MU BITOXUTLCS
B MHBECTULIMOHHDBIN NMPOEKT

NMPOCHAT COOBLWUTD
OAHHBIE

310yMbILNIEHHUKOB
VHTEpPEeCYIOT PEKBU3UTDI
KapTbl, Naponu 1 Kopabl

13 6aHKOBCKMX yBEAOMIEHUI

@ HUKOIOA HUKOMY
BAXKHO! HE COOBLIAWUTE:
CoTpyaHVKM 6aHKOB U NONULMK * kombl s CMC
HUKOIOA He cnpalmsaioT * Tpex3HauHbI Kof Ha O60pPOTHOM
PeKBU3UTbI KapTbl, Naponu cTopoHe kapTbl (CVV/CVC)
13 CMC, nepcoHarnbHble AaHHble * PIN-kon

11 He MPOCST coBepLIaTh * Naponun/noruHbl K 6aHKOBCKOMY
nepesoabi ¢ Balled KapTbi NPUNOXEHMUIO U OHNaWH-6aHKY

* KogoBoe Ccnoeo
}:_. 3 Kak 3awmutuTb cBOM uHaHCHI,
[=] " yuTanTe Ha fincult.info

* NepcoHasbHble AaHHble

duHaHcoBas
KynbTypa



© 3AB/IOKUPOBATb ® HAIMUCATb © OBPATUTBCHA

KAPTY 3AABIEHUE O HECOITIACUM B NONULIUIO
C OMNEPALIMEN

J SN

« Mo Homepy TenedoHa 6aHka 3aaBneHvne gomkKHoO Yem Gonblie nogen
Ha 6aHKOBCKOM KapTe 6bITb HanNMcaHo: nogagyT 3asiBneHus,

WM Ha ouumanbHOM canTe B TeMeHme cyToK iocHe TeM BbilUe BEPOSATHOCTb,

* Yyepes MobunbHoe npunoxeHue coobLWeHnsa 0 cnMcaHum YTO NPecTynHUKoe

« Yepes NUYHbIN KabuHeT AeHer HOMMaICT

Ha othuumanbHOM caiTe 6aHka + Ha MecTe B OTAeNEeHUn

« B oTAaeneHuu 6aHkKa GaHka

KAK OBE3OIMNACUTb AEHbI'K HA CHETAX?

HUKOMY HE COOBLLUAWUTE: KOOOBOE CJ1OBO

+ CPOK AENCTBUSA KapTbl U TPEX3HAYHbIN KOA Ha3blBalTe TONbKO COTPYAHUKY OaHKa,
Ha ee obopoTHou cTtopoHe (CVV/CVC) Korga camy 3BOHUTE Ha ropsa4yyio

+ NAPONU U KOAbI U3 yBEAOMNEHWIA AMHAO

« IOTVH 1 NApOo/ib OT OHNaNH-0aHKa

HE NYBJ/IMKYWUTE

nepcoHas/ibHble AaHHble B OTKPbITOM A0CTyne BaHk He el B e A5

noTepu, ecnu Bbl HAPYLUUKU
npaeuna 6e3onacHoro
MCNoNb30BaHUA KapTbl

YCTAHOBUTE
aHTUBUPYCbI Ha BCE YCTPOICTBA

®duHaHcoBas
KynbTypa




